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Abstract. With the rapid growth of the gaming industry, real-time on-
line multiplayer games have surged in popularity, driving an increasing
demand for the development of complex software. In particular, game de-
velopers often face significant challenges when working with networked
code (netcode). The design space of available netcode libraries is large,
yet there is limited guidance when implementing an online multiplayer
game. To compensate, we present a catalog of netcode patterns providing
guidance when implementing real-time strategy and role-playing games.
We use two concrete games serving as case studies for pattern identifi-
cation and validation.
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1 Introduction

In 2024, the gaming industry generated more than $180 billion in revenues with
an audience larger than 3 billion people, and the global video game market is ex-
pected to reach more than $213 billion in 2027 [24]. This trend has intensified the
demand for dedicated software engineering principles to support increasing com-
plexity. On the one hand, research on software engineering for games has tackled
mostly analytical aspects such as automated testing and debugging [6,9,28,30].
On the other hand, practitioners seek for guidance in game programming and
design, as addressed, e.g., in Robert Nystrom’s widely recognized textbook on
Game Programming Patterns [27]. However, while the book covers a mix of clas-
sical design patterns and game-specific ones that became standard in today’s
game engines, these patterns do not address the challenges one faces when de-
veloping the networked aspects of online multiplayer games.

In this paper, we focus on game engine APIs dealing with networked code
(netcode), which emerged to be a standard technology stack in real-time online
multiplayer game development. While netcode libraries provide a general basis
to implement networked game logic, they keep a lot of design freedom, and
their targeted design space is large. Navigating the solution space and balancing
design flexibility with ease of use is challenging.
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Inspired by Nystrom’s book [27], but with a much more specialized focus, we
argue that netcode patterns can serve as a valuable solution that tackles this lack
of guidance. We focus on real-time online multiplayer games implemented on top
of Unity’s Netcode for GameObjects (NGO) [15], our primary target audience is
game developers who want to create their first online multiplayer game in Unity.

Throughout the paper, we use two concrete games serving as case studies
for pattern identification and validation: Unity’s online multiplayer Role-Play
Game (RPG) known as Boss Room [35] as well as a Real-Time Strategy (RTS)
game called The Shroomlings specifically developed for this paper. We present
an extensible catalog of nine netcode patterns for multiplayer RTS and RPG
games, classified into four groups: Organizational patterns primarily address
the question of whether the server or the client holds authoritative control, es-
tablishing the source of truth for game state and logic; consistency patterns focus
on maintaining a consistent game state across all clients. Security patterns aim
to prevent players from cheating. Serialization patterns deal with reducing band-
width usage and minimizing the effort required to serialize and transmit objects
over the network. Orthogonal to our primary categorization, the patterns range
from high-level architectural patterns to concrete design and implementation
patterns. The patterns are documented in EuroPLoP’s well-established format,
providing a name along with five sections: Context, Problem, Forces, Solution,
and Consequences (positive and negative) [8,13,33].

Section 2, intended primarily for newcomers and optional for experts, outlines
key concepts essential for understanding online multiplayer games and their as-
sociated design challenges. Section 3 provides an overview of our overall method-
ology and presents the two investigated games. Section 4 documents our pattern
catalog, while Section 5 discusses potential limitations. In Section 6, we review
related work in a broader context, and Section 7 concludes the paper along with
an outlook on future work.

2 Background

In this section, we introduce the fundamentals of what defines a game and its
implementation on top of Unity and NGO, highlighting major challenges when
developing real-time online multiplayer games.

2.1 The Game Loop

A game can be seen as an interactive video, which immerses the player in a
virtual world. The player can provide inputs such as keyboard and mouse events
affecting the video. A video is a sequence of images called frames, which must be
computed. The game loop is a continuously repeating process that drives frame
updates during gameplay. It consists of several stages that process game events,
update game objects - the fundamental object type in Unity used to represent
everything in your project - and render the game graphics. The game loop is
responsible for keeping the game running at a consistent frame rate and ensuring
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that the game logic and visuals are synchronized. Typical stages of a game loop
are "Initialization," "Physics," "Player input," "Game logic," "Rendering," and
"Decommissioning". To add custom code specific to the game, developers must
implement hooks that get called according to the game loop. Unity provides a
detailed image showing the script lifecycle flowchart with all hooks and the order
in which they get called by the game loop [32].

2.2 Unity’s Netcode for GameObjects

Netcode refers to an abstraction layer that simplifies everyday networking game-
play needs and integrates with gaming services such as game server hosting and
monetization. One of the key companies in the global game engines market is
Unity Software Inc., with their widespread game engine Unity [12] which is com-
patible with several netcode solutions, providing a complete service ecosystem.
On a conceptual level, a flowchart provided by Unity illustrates all hooks and the
sequence in which they are invoked by the game loop [32]. On an implementation
level, Unity has two different first-party netcode solutions being actively main-
tained: Netcode for GameObjects (NGO) and Netcode for Entities (NE) [15].
For the work of this paper, NGO has been chosen as it has less overhead than
NE. The following concepts [31] of the NGO API are of particular relevance for
this paper.

NetworkObject is a fundamental component that enables game objects to be
synchronized across multiple clients in a multiplayer game. NetworkBehaviour
is primarily used to create unique game logic. It can also be used to synchronize
state and send messages over the network. User scripts extend NetworkBehaviour
to implement networked behavior. OnNetworkSpawn and OnNetworkDespawn are
user callbacks being invoked on each NetworkBehaviour. The former belongs to
the "Initialization" stage of the game loop, while the latter belongs to the "De-
commissioning" stage. The patterns documented in this paper also make use of
the hooks Awake (an initialization hook) and Update (executed every frame of the
game loop). NetworkVariable provides a mechanism for persistently synchro-
nizing properties between servers and clients, meaning also late-joining clients
receive the latest state. NetworkVariable ensures continuous data synchroniza-
tion. Remote procedure calls (RPCs) allow calling methods on objects that are
not in the same memory space. In this paper, we use ServerRpc for a client to
invoke a procedure on a NetworkObject, which is then executed on the server
version of the same NetworkObject. We use ClientRpc for a server to invoke a
procedure on a NetworkObject, that is then executed on all clients’ version of
the same NetworkObject. The NetworkManager component comprises all of the
project’s netcode-related settings. It must be a singleton and can be seen as the
central netcode hub for a netcode-enabled project. NetworkTransform manages
the complexities of synchronizing a game object’s transform (3D position, rota-
tion, and scale) across the network, including optimizing bandwidth usage for
transform updates. This component also ensures that late-joining clients receive
the latest transform state. NetworkAnimator provides a fundamental example of
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how to synchronize animations during a network session. This component also
accounts for late-joining clients.

2.3 Challenges in Online Multiplayer Game Development

Game development must address the dual challenges of ensuring Quality of Ser-
vice (QoS) and Quality of Experience (QoE) [21]. These challenges are interre-
lated and require distinct considerations to balance technical performance with
player satisfaction. Depending on the game genre, there might be different QoS
and QoE factors of importance [21]. For real-time online multiplayer games, the
following factors crucially contribute to the overall QoS and QoE:

1. Consistency ensures that simulations on clients align with what should occur
in subsequent frames. The goal is to avoid desynchronizations, e.g., when
clients disagree on the state of the game, leading to discrepancies such as an
object’s position differing across clients.

2. Responsiveness refers to the time it takes for the game to provide feedback
after a user action. High responsiveness is crucial for maintaining an immer-
sive and engaging player experience.

3. Security prevents cheating to sustain player trust and enjoyment. Online mul-
tiplayer games must be protected against manipulation of client-side code,
such as forged network messages sent to the server, through which players
can exploit vulnerabilities to gain unfair advantages.

Achieving optimization across all three properties is particularly difficult due
to the distributed nature of online multiplayer games. Inherent latency and lim-
ited bandwidth of network communication must be carefully managed to provide
a seamless and secure gaming experience, often leading to tradeoffs between con-
sistency, responsiveness and security [20].

3 Methodology

The patterns proposed in this paper are based on the design of two concrete
games serving as case studies. The first one involves extracting pattern can-
didates by analyzing an existing real-world game known as Boss Room [35],
providing insight into practical, field-tested solutions. The second one is a Real-
Time Strategy game called The Shroomlings which has been developed specifi-
cally for this paper, allowing for controlled exploration and validation of pattern
candidates derived from Boss Room.

We followed a qualitative approach as outlined in EuroPLoP’s pattern in-
troduction guide [8], employing an iterative process supported by a review and
feedback cycle [33]. The initial identification and description of patterns were
provided through code analysis by the first author of this paper, who has over
10 years of experience developing games with Unity. The patterns were sub-
sequently validated and refined based on feedback from the second and third
author.
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Fig. 1. A "Boss Room" session [34]. Fig. 2. A "Shroomlings" session.

To identify the "Known Uses" for each pattern within the case study games,
we followed a quantitative approach counting pattern instances to get a better
impression of how frequently a pattern is actually used. While counting pattern
instances was straightforward for The Shroomlings, which has been fully imple-
mented by the first author, this was more challenging for the substantially larger
Boss Room. Given that detecting pattern instances is hardly a straightforward
mechanical task [23], we followed a lightweight yet semi-automated process. In
a first step, we used full-text search to locate occurrences of NGO API concepts
present in the code snippets documented within the pattern. Second, we validate
each occurrence by comparing its context in the project code to the documented
pattern, yielding a verdict of whether the found occurrence represents an actual
pattern instance or not.

3.1 Analysis of Existing Game Code

The first source of information about how online multiplayer games can be suc-
cessfully developed was existing game code. Unity provides the full game code
of "Boss Room", a cooperative multiplayer Real-Time Strategy developed using
Unity Netcode. It is an educational sample designed to showcase typical netcode
solutions often featured in similar multiplayer games [34,35]. In "Boss Room,"
players control a character from a third-person camera perspective (Fig. 1). The
objective is to collaborate with teammates to defeat goblin enemies and ulti-
mately overcome a final boss. This paper considers version 2.2.0 of the game.

3.2 Developing a New Game From Scratch

The second case study has been developed specifically for this paper, allowing
for controlled exploration and validation of pattern candidates. Given that the
primary author has over 10 years of experience in game development with Unity,
a new version of the single-player game design for "The Shroomlings" was built
from scratch, incorporating multiplayer features. "The Shroomlings" is a com-
petitive Real-Time Strategy game in which players control a shroomling village
competing against another village (Fig. 2).
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Table 1. Overview of the netcode patterns.
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Server First * * *

High-Level Branching * *

Low-Level Branching * *

Authoritative Branching * *

Continuous Synchronization * *

One-Shot Synchronization * *

Sanity Check * *

Marshaling by Reference * *

Marshaling by Value * *

4 Netcode Patterns

In this section, we document the identified netcode patterns in the form of Eu-
roPLop’s pattern introduction guide [8,13,33]. Each pattern is illustrated by an
example taken from the The Shroomlings. Table 1 summarizes the documented
patterns. We primarily organize the patterns based on their purpose, catego-
rizing them as organizational, consistency, security, and serialization patterns.
Orthogonal to our primary categorization, the patterns range from high-level ar-
chitectural patterns to concrete design and implementation patterns. Note that
Server First can be categorized as both organizational and security pattern.

4.1 Server First

Context. When implementing networked behaviors in online multiplayer games,
which require synchronization, you must decide on authoritative control, estab-
lishing the source of truth for game state and logic.

Problem and Forces. How can you decide whether to implement syn-
chronization server- or client-authoritative while optimizing for con-
sistency, responsiveness, and security? You would like to achieve security
and consistency first and responsiveness second. Furthermore, adhering closely
to NGO’s API principles is essential for maintaining compatibility.

Solution. Default to server-authoritative.

Example. Consider synchronizing unit spawns. When the player clicks to spawn
a unit, the action shall be validated, and units shall be spawned on each client
in a reasonable amount of time. You should send the player’s inputs to the
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server, validate the action, and, if valid, spawn the units on each client. With
this, you achieve security, consistency, and a reasonable response time through
a server-authoritative approach.

Consequences. This pattern has the following benefits: (B1) Security and con-
sistency by default. These two aspects are usually more critical than responsive-
ness for Real-Time Strategy games. (B2) Easier usage of NGO’s API since it is
server- authoritative by default. The pattern’s liabilities are as follows: (L1) Au-
thority alone always means a tradeoff between consistency and security versus
responsiveness; therefore, tradeoff is needed to solve a complex situation.

Known Uses. This pattern can be found in two games, Boss Room and The
Shroomlings. The documentation of the former states that "the nature of Boss
Room is server-authoritative by default" [7], which has been adopted by the first
author who developed the latter.

Related Patterns. High-Level Branching, Authoritative Branching, and Low-
Level Branching require a decision on whether to implement a networked behav-
ior server- or client-authoritative. This pattern helps making such a decision.

4.2 High-Level Branching

Context. When implementing networked behaviors in a project dealing with a
predominant server or client authority, you usually need to execute parts of your
logic only on the client or the server.

Problem and Forces. How can you achieve coarse-grained control of
whether code is executed every frame on the server or client? You
want to implement server- or client-specific behavior, accepting to exclude the
presence of both in the same class. You need coarse-granular control of where
code is executed, working with a fixed server or client authority. You want to
reduce the risk of executing code on the wrong machine. You want to avoid
spaghetti code.

Solution. Disable the game loop on Awake and enable it only for the server
(or client) instance when the NetworkBehavior gets initialized. Add the suffix
“Server” for server-only and “Client” for client-only code to the class name to
show where the code is executed.

Example. Consider the logic of computing paths on a navigation mesh. Let’s
assume you want to move characters along computed paths on the server and
synchronize their positions with clients. Therefore, computing paths and further
logic shall be executed on the server only.

public class NavMeshControlServer : NetworkBehaviour {
// Awake i s c a l l e d be f o r e the f i r s t frame
void Awake ( ) {

// Disab le game loop
enabled = fa l se ;

}
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// OnNetworkSpawn i s c a l l e d by the NetworkBehaviour f o r
i n i t i a l i z a t i o n

public override void OnNetworkSpawn ( ) {
base . OnNetworkSpawn ( ) ;

// Code in Update s h a l l be executed on s e r v e r only
i f ( ! I s S e r v e r )

return ;

// Enable game loop only f o r s e r v e r i n s t an c e s
enabled = true ;

}

// Update i s c a l l e d every frame but only on the s e r v e r
void Update ( ) {

// Logic to compute the nav igat i on mesh path
var navMeshPath = ComputeNavMeshPath ( ) ;
// Assume we have a navMeshAgent to apply the path to
navMeshAgent . SetPath ( navMeshPath ) ;
// Continue here with f u r t h e r l o g i c , e . g . , moving the

agent
[ . . . ]

}
}

Consequences. This pattern has the following benefits: (B1) You have a per-
class coarse-grained control over where code is exclusively executed. (B2) It
can be derived from the class name where code is being executed. (B3) Splitting
server-only and client-only code by classes prevents code tangling and encourages
to think about architecture. The pattern’s liabilities are as follows: (L1) You
cannot mix server- and client-only code in the same class and, therefore, do not
have fine-grained control. (L2) For simple behaviors, splitting server- and client-
only code into separate classes makes their interaction unnecessarily complex.
(L3) When there is a need to change authority, one line of each class needs to
be changed.

Known Uses. This pattern can be found in two games. It occurs 30 times in
"Boss Room", for example here, and 9 times in The Shroomlings, for example
here.

Related Patterns. Low-Level Branching and Authoritative Branching also deal
with questions about where code should be executed, focusing on fine-grained
control. However, when the entire logic of a class is intended to be either server-
or client-authoritative, High-Level Branching enforces a clear separation. Server
First helps decide on whether to apply server- or client-authority.

https://github.com/Unity-Technologies/com.unity.multiplayer.samples.coop/blob/v2.2.0/Assets/Scripts/Gameplay/GameplayObjects/Character/ServerCharacterMovement.cs
https://github.com/Arawan7/Netcode-Patterns-for-Real-Time-Online-Multiplayer-Games-in-Unity/blob/euroPLoP25/4.2%20High-Level%20Branching/SporeIncomeGeneratorServer.cs
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4.3 Low-Level Branching

Context. When implementing networked behaviors in a project dealing with a
predominant server or client authority, you usually need to execute parts of the
game logic only on the client or the server to achieve consistent behavior across
clients.

Problem and Forces. How can you achieve fine-grained control of
whether the code is executed on the server or the client? It is im-
portant to implement server- or client-specific behavior without excluding the
presence of both in the same class.

Solution. Wrap code with an if-block using NetworkBehaviour’s IsServer for
code being executed on the server and IsClient for code being executed on the
client, respectively.

Example. Consider the logic of updating a client’s graphical user interface
(GUI) because the player got a level up. The handling of GUI elements is client-
specific and does not exist in a server build. Therefore, we can handle the GUI
update from the client’s side.

i f ( I sC l i e n t ) {
guiHandler . HandleNewLevel ( newLevel ) ;

}

Consequences. This pattern has the following benefits: (B1) You have fine-
grained control over where code is exclusively executed. (B2) You can imme-
diately see whether the wrapped code is executed on the server or the client.
(B3) You can mix server- and client-only code in the same class, making their
interaction visible in one place. The pattern’s liabilities are as follows: (L1) Ap-
plying the pattern multiple times in the same class leads to code tangling. (L2)
It makes understanding the overall server or client context for complex cases
hard. (L3) When there is a need to change authority, each if statement needs to
be rewritten.

Known Uses. This pattern can be found in two games. It occurs 75 times in
Boss Room (11x IsClient, 1x !IsClient, 44x IsServer, and 19x !IsServer),
for example here, and 23 times in The Shroomlings (3x IsClient, 7x IsServer,
and 13x !IsServer), for example here.

Related Patterns. A pattern that extends this one is Authoritative Branching.
High-Level Branching also deals with questions about where code should be
executed, and should be preferred when the entire logic of a class is intended to
be either server- or client-authoritative. Server First helps decide on whether to
apply server- or client-authority.

https://github.com/Unity-Technologies/com.unity.multiplayer.samples.coop/blob/v2.2.0/Assets/Scripts/Gameplay/GameplayObjects/PersistentPlayer.cs#L44
https://github.com/Arawan7/Netcode-Patterns-for-Real-Time-Online-Multiplayer-Games-in-Unity/blob/euroPLoP25/4.3%20Low-Level%20Branching/IngamePlayer.cs#L30
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4.4 Authoritative Branching

Context. When implementing networked behaviors in a project dealing with
server- or client-authoritative modes, you usually need to execute parts of your
logic only on the authoritative or non-authoritative side.

Problem and Forces. How can you achieve fine-grained control of
whether code is executed on the server or client while being flexible
when changing the authoritative mode? You want to implement authori-
tative or non-authoritative behavior without excluding the presence of both in
the same class. You want to change the authoritative mode during development.
You need fine-granular control of where code is executed while having the option
to switch between server- or client-authoritative behavior easily.

Solution. Wrap code with an if-block using a condition HasAuthority to exe-
cute code on the authoritative side. The condition HasAuthority can be set per
class or globally, using NetworkBehavior’s IsServer or IsClient.

Example. Consider the logic of moving a character and synchronizing its posi-
tion. You might start with implementing the logic server-authoritative to ben-
efit from security and consistency. However, during testing, the initial server-
authoritative mode leads to unacceptable response times for the character to
move on clients. Therefore, you want to switch from server-authoritative to
client-authoritative. Thanks to Authoritative Branching, you can easily switch
back and forth.

public class SomeClass : NetworkBehaviour {
// Switch to I sC l i e n t f o r c l i e n t −au tho r i t a t i v e
bool HasAuthority => I sS e rv e r ;

// Update i s executed every frame
void Update ( ) {

i f ( HasAuthority ) {
var newPos = GetNewPosition ( ) ;
// This method uses the Netcode f o r Gameobjects API to

synchron i ze the po s i t i o n ac r o s s the network
UpdateSynchronizedPos it ion ( newPos ) ;

}
// For both having and not having author i ty , apply the

synchron ized po s i t i o n
trans form . p o s i t i o n = GetSynchronizedPos i t ion ( ) ;

}
}

Consequences. This pattern has the following benefits: (B1) You can easily
change between server or client-authoritative in the context of a class or even
globally. (B2) You have fine-grained control over where code is exclusively exe-
cuted. (B3) You can mix authoritative and non-authoritative code in the same
class, making their interaction visible in one place. The pattern’s liabilities are
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as follows: (L1) To know whether code runs on the client or server, you must
look at how HasAuthority is defined. (L2) Applying the pattern multiple times
in the same class leads to code tangling. (L3) It makes understanding the overall
authoritative or non-authoritative context for complex cases hard.

Known Uses. This pattern can be found in one game. It occurs once in
Boss Room. However, the development team documented this pattern [7]. The
Shroomlings does not use this pattern but applies the patterns High-Level Branch-
ing and Low-Level Branching instead.

Related Patterns. This pattern extends the pattern of Low-Level Branching
by extracting the IsServer or IsClient calls to a HasAuthority condition for
improved flexibility. High-Level Branching also deals with questions about where
code should be executed, and should be preferred when the entire logic of a class
is intended to be either server- or client-authoritative. Server First helps decide
on whether to apply server- or client-authority.

4.5 Continuous Synchronization

Context. When game state variables are changing, you need to think about
how to keep them synchronized across clients.

Problem and Forces. How can you synchronize variable changes con-
tinuously and deliver the latest state to late-joining clients? You want
to achieve consistency by distributing state changes to all clients. You want
late-joining clients to receive the latest state.

Solution. Use NetworkVariable<T> to synchronize your type T continuously.
Due changes will be distributed on every tick, and the current state will be
distributed to newly joining clients.

Example. Consider the health points of units. They shall be synchronized with
every state change so that all clients agree on consistent health points, and
players will see synchronized health bars.

// Dec lare the network va r i ab l e
private readonly NetworkVariable<uint>
_currentHealthPoints = new( ) ;

// Reg i s t e r to s t a t e change events
_currentHealthPoints . OnValueChanged += ( oldValue , newValue )

=> {
// You have a healthBar object , which can update i t s

v i s u a l s accord ing to an unsigned i n t e g e r
healthBar . Update ( newValue ) ;

}

Consequences. This pattern has the following benefits: (B1) Easy-to-use, out-
of-the-box solution with low development effort. (B2) Late-joining clients get the
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latest state of the game. The pattern’s liabilities are as follows: (L1) Consumes
bandwidth for each state change, which might be unnecessary due to some toler-
ance. (L2) For complex types, it might be more efficient to implement a custom
network variable, inheriting from NetworkVariableBase, instead of using the
generic NetworkVariable<T>. (L3) Since the solution is easy to use and out-of-
the-box, you might be tempted to synchronize state that does not need to be
synchronized. Such a state could be deterministically derived from other already
synchronized states.

Known Uses. This pattern can be found in two games. It occurs 22 times in
Boss Room, for example here, and 7 times in The Shroomlings, for example here.

Related Patterns. One-Shot Synchronization also approaches achieving con-
sistency. However, it does not account for late-joining clients. In essence, Con-
tinuous Synchronization is convenient if bandwidth resources are not an issue.

4.6 One-Shot Synchronization

Context. When game events are happening, you need to think about how to
keep them synchronized across clients. Late-joining clients do not need to receive
past events.

Problem and Forces. How can you synchronize events between con-
nected clients and the server in both directions? You want to achieve
consistency by distributing events from the server to clients or from a client to
the server.

Solution. Use ServerRpc to synchronize from a client to the server and use
ClientRpc to synchronize from the server to the clients.

Example. Consider a player who wants to resign from the game. The event of
the player’s resignation must be synchronized with the server, and the conse-
quences must be synchronized with the remaining clients.

// Sent from a c l i e n t to the s e r v e r
[ ServerRpc ]
private void ResignServerRpc (

ServerRpcParams serverRpcParams = default
) {

// Executed on the s e r v e r
HanldeCl ientRes ign ( serverRpcParams . Receive . SenderCl i ent Id ) ;

}

Consequences. This pattern has the following benefits: (B1) Easy-to-use, out-
of-the-box remote procedure calls (RPC). (B2) RPC calls are visible thanks
to the suffix of the forced method name. (B3) Newly joining clients do not
get past RPCs, which saves bandwidth. The pattern’s liabilities are as follows:
(L1) Client-to-client remote procedure calls are not possible with ServerRpc or
ClientRpc. Note that since NGO version 1.8.0, there is a new Rpc attribute for

https://github.com/Unity-Technologies/com.unity.multiplayer.samples.coop/blob/v2.2.0/Assets/Scripts/Gameplay/GameplayObjects/Breakable.cs#L51
https://github.com/Arawan7/Netcode-Patterns-for-Real-Time-Online-Multiplayer-Games-in-Unity/blob/euroPLoP25/4.5%20Continuous%20Synchronization/Resource.cs#L20
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that purpose. (L2) Newly joining clients do not get past RPCs, which needs
careful treatment. (L3) Since RPCs are easy to use and out-of-the-box, you
might be tempted to synchronize events that do not need to be synchronized.
Determinism might solve the underlying issue as well.

Known Uses. This pattern can be found in two games. It occurs 52 times in
Boss Room (29x "ServerRpc" and 23x "ClientRpc"), for example here, and 9
times in The Shroomlings (8x "ServerRpc" and 1x "ClientRpc"), for example
here.

Related Patterns. Continuous Synchronization also approaches consistency,
but accounts for late-joining clients, which causes additional bandwidth costs. On
the contrary, One-Shot Synchronization generally envisions an effective balance
between synchronization needs and bandwidth resource consumption.

4.7 Sanity Check

Context. When you program game mechanics, ensuring a player cannot cheat
is essential for most online multiplayer games.

Problem and Forces. How can you prevent players from cheating on
the client side? You want to ensure that the game logic is such that users
cannot cheat, even if the client build is modified for that purpose. Hacking the
client build must not lead to world consistency issues and, therefore, must not
interfere with the experience of non-cheating players.

Solution. Apply server authority when synchronizing state. In addition to val-
idating a user action on the client side for responsiveness, the same validation
must be used on the server side for consistency.

Example. Consider that a player can build defense towers on the terrain. There
are two types of terrain: grass and water. The player cannot build towers on
water. Therefore, you must validate that the creation of defense towers does not
happen on water.

void ApplyUserInput ( Input user Input ) {
// This i f statement could be removed by a hacker to omit

v a l i d a t i o n
i f ( Terra inTypeVal idator . IsNotOnWater ( user Input ) ) {

// Ca l l i ng t h i s method d i r e c t l y on the c l i e n t does not
work because the e f f e c t s are s e r v e r au th o r i t a t i v e

CreateDefenseTowerOnServerRpc ( user Input ) ;
}

}

// Remote procedure c a l l from the c l i e n t to the s e r v e r
[ ServerRpc ]
void CreateDefenseTowerOnServerRpc ( user Input ) {

https://github.com/Unity-Technologies/com.unity.multiplayer.samples.coop/blob/v2.2.0/Assets/Scripts/Gameplay/GameplayObjects/Character/ServerCharacter.cs#L191
https://github.com/Arawan7/Netcode-Patterns-for-Real-Time-Online-Multiplayer-Games-in-Unity/blob/euroPLoP25/4.6%20One-Shot%20Synchronization/InGameMenuHandler.cs#L13
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// S ince t h i s code runs on the se rver , i t cannot be changed
by a hacker not having ac c e s s to the s e r v e r app l i e s the
same va l i d a t i o n as on c l i e n t s i d e ; s an i ty check

i f ( Terra inTypeVal idator . IsNotOnWater ( user Input ) ) {
// the f a c t o r y conta in s se rver−au tho r i t a t i v e code only
Creat ionFactory . makeDefenseTower ( user Input ) ;

}
}

Consequences. This pattern has the following benefits: (B1) Hacking the client-
side build does not affect world consistency across clients. (B2) The game logic is
more resilient to cheating. The pattern’s liabilities are as follows: (L1) State has
to be synchronized server-authoritative. (L2) Responsiveness is more difficult to
achieve. (L3) Validation is performed twice, which leads to additional load.

Known Uses. This pattern can be found in two games. It occurs 11 times in
Boss Room, for example here, and once in The Shroomlings, here.

Related Patterns. This pattern is related to Server First, as both suggest to
apply server authority.

4.8 Marshaling by Reference

Context. When you synchronize unpredictable but pre-configured events, it is
essential to serialize those events.

Problem and Forces. How can you save bandwidth and serialization
effort when communicating a configured complex event over the net-
work? You want to save bandwidth when synchronizing an event while not re-
stricting the complexity of the event itself. The event cannot be foreseen because
it is triggered by, e.g., a user input. Further, you want to reduce the development
effort spent on making the event serializable.

Solution. Ship a mapping of configured complex events by ID to the server and
all clients. When communicating an event over the network, only synchronize
the dynamic part of the event and use the referencing ID to the configured part
instead of communicating the serialized form of the whole event.

Example. Consider a medieval shop where the trader offers dozens of items.
When the player buys an item on the client, all the server needs to know is the
ID for that item. It is not needed to serialize the whole item nor is it relevant
how complex the item is.

// This map has the same con f i g u r a t i on on s e r v e r and c l i e n t s
Map<ItemId , Item> itemsById = GetConfiguredItemsByID ( ) ;

// The c l i e n t c a l l s a remote procedure on the se rver , and the
id ge t s s e r i a l i z e d

[ ServerRpc ]
void BuyItemServerRpc ( ItemId id ) {

https://github.com/Unity-Technologies/com.unity.multiplayer.samples.coop/blob/v2.2.0/Assets/Scripts/Gameplay/GameplayObjects/Character/ServerCharacter.cs#L217
https://github.com/Arawan7/Netcode-Patterns-for-Real-Time-Online-Multiplayer-Games-in-Unity/blob/euroPLoP25/4.7%20Sanity%20Check%20and%204.8%20Marshaling%20by%20Reference/NetworkedCreationGrowingService.cs#L94
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var item = itemsById . Get ( id ) ;
// Add the item to the player ’ s inventory
p laye r . AddToInventory ( item ) ;

}

Consequences. This pattern has the following benefits: (B1) Bandwith usage
is reduced. (B2) CPU time spent for serialization is reduced. (B3) Development
effort is reduced for serialization. The pattern’s liabilities are as follows: (L1)
If the server and clients do not have the same version, the configuration of
objects might diverge. (L2) Cannot synchronize changes of instantiated objects,
only static configuration. (L3) Need to handle the case where there’s no object
configured for a given ID.

Known Uses. This pattern can be found in two games. It occurs once in Boss
Room, here, and once in The Shroomlings, here.

Related Patterns. Marshaling by Value also addresses the question of how to
serialize objects, but serializes the whole object.

4.9 Marshaling by Value

Context. When you communicate objects over the network, these objects must
be serializable.

Problem and Forces. How can you serialize when communicating an
object over the network, even when you cannot change the object’s
definition? You want to serialize an object of a third-party library without
changing that library code. You want to centralize the cross-cutting concern of
serialization so you do not pollute your object definitions with serialization code.

Solution. Serialize all members of each object layer separately through custom
serialization extensions. Put all serialization extensions in a dedicated names-
pace.

Example. Consider a system to distribute downloadable content (DLC). The
server distributes a set of client-specific URLs so they can get the DLCs. When
using a third-party class URL, which wraps a string, we have to provide serial-
ization logic for that class so it can be communicated over the network.

// The d e f i n i t i o n o f Fore ignClass i s handled by a th i rd party
using ThirdParty ;
// Use NativeArray from Unity . Co l l e c t i o n s to dea l with l i s t s
using Unity . Co l l e c t i o n s ;
// We w i l l use g en e r i c L i s t<T> from

System . Co l l e c t i o n s . Generic ;
using System . Co l l e c t i o n s . Generic ;

public class DLCDistribution {
// Url i s part o f the assembly ThirdParty
public List<Url> URLs ;

https://github.com/Unity-Technologies/com.unity.multiplayer.samples.coop/blob/v2.2.0/Assets/Scripts/Gameplay/GameplayObjects/Character/ServerCharacter.cs#L217
https://github.com/Arawan7/Netcode-Patterns-for-Real-Time-Online-Multiplayer-Games-in-Unity/blob/euroPLoP25/4.7%20Sanity%20Check%20and%204.8%20Marshaling%20by%20Reference/NetworkedCreationGrowingService.cs#L41
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}

namespace S e r i a l i z a t i o n {
// the c l a s s name does not matter
public stat ic class S e r i a l i z a t i o nEx t e n s i o n s {

// S e r i a l i z a t i o n and d e s e r i a l i z a t i o n o f Url
public stat ic void ReadValueSafe (

this FastBufferReader reader , out Url URL
) {

// De s e r i a l i z a t i o n
reader . ReadValueSafe (out string va l ) ;
u r l = new Url ( va l ) ;

}
public stat ic void WriteValueSafe (

this FastBuf ferWriter wr i te r , in Url URL
) {

// S e r i a l i z a t i o n
wr i t e r . WriteValueSafe ( u r l . Value ) ;

}

// S e r i a l i z a t i o n and d e s e r i a l i z a t i o n o f DLCDistribution .
I t i s known how to s e r i a l i z e and d e s e r i a l i z e Url

public stat ic void ReadValueSafe (
this FastBufferReader reader ,
out DLCDistribution d i s t r i b u t i o n

) {
// De s e r i a l i z a t i o n . NativeArray can be used to

d e s e r i a l i z e s e t s
reader . ReadValueSafe (

out NativeArray<Url> URLs , A l l o ca to r .Temp
) ;
d i s t r i b u t i o n = new DLCDistribution ( u r l s . ToList ( ) ) ;

}
public stat ic void WriteValueSafe (

this FastBuf ferWriter wr i te r ,
in DLCDistribution d i s t r i b u t i o n

) {
// S e r i a l i z a t i o n
wr i t e r . WriteValueSafe ( d i s t r i b u t i o n . u r l s . ToArray ( ) ) ;

}
}

}

Consequences. This pattern has the following benefits: (B1) Works for serial-
ization of 3rd party types. (B2) Centralizes the cross-cutting concern of serial-
ization. (B3) Decouples serialization logic from type definitions. The pattern’s
liabilities are as follows: (L1) Not optimized for bandwidth. (L2) Not optimized
for CPU. (L3) Unnecessary effort when serializing static information.
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Known Uses. This pattern can be found in two games. It occurs once in Boss
Room and once in The Shroomlings, here.

Related Patterns. Marshaling by Reference also addresses the serialization of
objects. However, it does not serialize the whole object but instead uses refer-
ences to the static part of a complex object.

5 Threats to Validity

Our pattern catalog has been developed based on only two real-time online
multiplayer games. This means that the patterns might not be applied with
the same success to other games as the ones analyzed. Careful comparisons for
similarities with the characteristics of the analyzed games are crucial.

Moreover, our pattern catalog is not meant to be complete. It is likely that
over time, new patterns will be documented, and existing ones might be further
refined. This is especially true because the development of netcode libraries is a
fast-developing field.

Finally, the "Known Uses" for each of the patterns might not be complete.
Some occurrences might have been overlooked, as identifying and counting them
accurately is inherently challenging when done semi-automatically.

6 Related Work

Game development has attracted considerable attention from researchers in the
past decade, due to the various factors that differentiate it from software devel-
opment in other domains [22,29]. Scholarly articles discussing the need for design
patterns to advance game development date back almost 25 years [4,14,25], and
more recent studies exploring the usage of design patterns in games can be found
in [2,26]. However, these works focus on the usage of classical object-oriented pat-
terns, notably the well-known GoF patterns [11]. As mentioned already in the
introduction, this close connection to traditional design patterns is also evident
in Nystrom’s book [27], arguably the most influential practically oriented work
on game development patterns to date. More recent research has approached the
challenges of game development from a different angle, examining code smells
and anti-patterns in game design, with the goal of helping developers avoid com-
mon pitfalls [5,1]. However, to the best of our knowledge, there is no existing work
that specifically addresses the challenges of developing the networked aspects of
online multiplayer games, neither in the form of patterns nor anti-patterns.

Patterns that are distantly related to ours can be found in the domain of
distributed computing. To address the fundamental challenges of distributed
systems in general, the proposed patterns range from bio-inspired patterns that
mimic mechanisms found in biological systems [3]; over patterns for decentralized
coordination in self-organizing, emergent systems [37,19]; up to security-focused
patterns for distributed architectures [36]. Most of these patterns, however, op-
erate at a much more fundamental level, tackling core problems of distributed

https://github.com/Arawan7/Netcode-Patterns-for-Real-Time-Online-Multiplayer-Games-in-Unity/blob/euroPLoP25/4.9%20Marshaling%20by%20Value/SerializationExtensions.cs
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systems mostly from a conceptual point of view rather than through concrete
design or implementation aspects. In contrast, our work is concerned with the
design decisions developers face when implementing online multiplayer games
using game engines that already encapsulate many of these fundamental con-
cerns. A more practical, though largely domain-agnostic, treatment of design
patterns for distributed systems was recently published by Unmesh Joshi [17].
Like our patterns, the thirty patterns presented in the book, an overview of which
may be found on Martin Fowler’s Blog3, are accompanied by code examples to
clarify essential implementation details. Although none of them specifically ad-
dresses game development, some of them show similarities to our patterns. For
example, the patterns "Replicated Log" and "State Watch" address the general
problem of maintaining consistent, shared state across nodes. This reappears in
a specific form when the state of the game is synchronized between players, as
addressed by our patterns Continuous Synchronization and One-Shot Synchro-
nization. Moreover, the "Leader and Followers" pattern suggests using a single
server to coordinate replication across a set of servers. This strategy is similar to
the high-level idea behind our Server First pattern, although finer-grained au-
thoritative control can be implemented using the patterns High-Level Branching,
Low-Level Branching, and Authoritative Branching.

The demanding requirements of real-time simulation lead to Entity-Component
System architectural patterns (ECS), which emphasize modularity, data orienta-
tion, and separation of concerns by composing behavior and data through enti-
ties, components, and systems. The recent book by Richard Johnson [16] presents
a thorough reference for such concepts. Unity provides a library called "Netcode
for Entities" that implements the ECS architecture. However, as mentioned in
the introduction, the patterns in this work target the "Netcode for GameOb-
jects" library, applying conventional object-oriented programming paradigms.

7 Conclusion

In this paper, we presented a first catalog of netcode patterns using Unity’s
Netcode for GameObjects library, compiling documented solutions for recurring
challenges when developing real-time online multiplayer games. We used two con-
crete games of this genre that serve as case studies for pattern identification and
validation. Thereby, we also contribute a game artifact, The Shroomlings, a com-
petitive Real-Time Strategy game whose ongoing development will contribute to
the validation of the pattern catalog and may reveal additional limitations or
new patterns in the future. To further validate and develop the patterns’ gen-
erality and make our catalog accessible to a broader audience and additional
(open-source) games, our patterns could be transferred to other game engines
such as Unreal [10] or Godot [18].

3 https://martinfowler.com/books/patterns-distributed.html
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